ICE Q&A 9 JAN 2024

1. The PWS security language is typically very broad and interpreted differently. It is our belief that
both government and contractors both agree that contractors must hold a minimum secret facility
clearance, and personnel security clearances are typically required for all Government-site
positions.

However, uncertainty regarding industry’s obligation to obtain security clearances for personnel
supporting EXPRESS Task Orders (TOs) at contractor site for individuals who do not have a “need to
know” /security clearance remain. With additional BPAs awarded expected in the coming months,
we believe it is in the best interest of all parties to address. Please clarify.

a) Isit the government intent to require all contract personnel, both contractor direct charge
personnel and contractor’s indirect (i.e., G&A) personnel to hold the minimum clearance level
stated in the TO PWS?

Recommended source: https://www.state.qov/facility-security-clearances-
fag/#:~:text=In%20essence%2C%20if%20personnel%20working,personnel%20security%
20clearances%20(PCLs).

No. A contractor's personnel must have personnel security clearances (PCLs) if they
need access to classified information to do their jobs.

b) Isit the government’s intent to require ALL (part time and full time) industry direct-charged
personnel (hours charged to the TO) to hold the minimum clearance level even in the event the
individual is only working at contractor site and does not have access or a “need to know”?

There is not a single answer to this question, therefore, “It depends”. This question is
most appropriately asked at the BPA Call or Order level to the respective KO.

c) What process would ACC-RSA recommend EXPRESS contractors follow in the event DSS will not
review an individual for a security due to the non-existence of a “need to know”/interaction
with classified material?

If the contract is not a classified contract...why would you (and/or CAN you) require
CTRs to obtain and maintain a Secret clearance? The contract either REQUIRES a
Secret clearance or it doesn’t. If the CTR is working a classified contract, then they will
have a need to know and the DCSA (DISS people) would be required to properly clear
the CTRs.
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2. When will the DFARS 252.204-7021 (Cyber Security Maturity Model) requirement be required on
TORFQs?
A: In accordance with 252.204-7021, inclusion of CMMC must be approved by OUSD(A&S) until 30
September 2025. At this time, unless an EXPRESS requirement is submitted with CMMC
requirements approved by OUSD(A&S), specific CMMC levels will not be included.
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