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Competition Sensitive
PERFORMANCE WORK STATEMENT (PWS)

Systems & Software Security Engineering (S3E) Task Order

1. MISSION OBJECTIVE:  The objective of this effort is to acquire information assurance (IA) and cyber support for the Software Engineering Directorate (SED), U.S. Army Research, Development and Engineering Command (USA RDECOM).  Support will encompass all aspects of information security in the areas of information systems security engineering (ISSE); security test and evaluation (STE); certification and accreditation (C&A); PM/PEO/AMRDEC collocated support; cyber research, development, and engineering for tactical and enterprise systems and networks; Computer Network Defense (CND); and software assurance.  SED customers include DoD components, other government agencies (OGA), and foreign military sales (FMS).  SED provides tactical IA support to developing systems, fielded systems, legacy systems, and their development and laboratory infrastructures. SED engineers software and systems with information security as an integrated part of the development process.  SED’s C&A support includes both system owner support and Agent of the Certification Authority (ACA) validation services. SED’s IA System Owner support provides system life-cycle based security engineering services to bring customers’ information systems and networks into compliance with applicable DoD and Army IA policy, and to prepare those systems to pass C&A validation activities and become certified for operational deployment. SED’s ACA services provide independent IA validation services for Army system owners and developers based on the Army Certification Authority’s process for C&A. SED provides enterprise IA support to oversee the security posture of enterprise systems and ensure compliance with all governing policies and regulations.  SED conducts innovative research, development, and engineering of cyber products and processes.  

2. PERFORMANCE REQUIREMENTS:  The contractor shall provide all management, technical, and non-technical skills adequate for accomplishment of these efforts.  All tasks described in the following paragraphs shall be performed by staff whose permanent office space is on-site at the SED campus facility unless office space at alternate locations is specifically approved by the COTR.  The government will not provide formal educational training, certification training, or general commercial hardware or software system training. For those positions specified in DoD 8570.01-M, the contractor shall provide personnel who have current commercial credentials and who maintain their credentials while serving in those positions.  The contractor shall indicate the number and type of 8570.01-M certifications currently held by members of their local team.  Due to the nature of this work, the government’s intent is to execute work under this task order primarily using a local labor force.  If contractors intend to use corporate capability outside of the Redstone area, they shall clearly distinguish how they will employ local support versus remote support.  Each of the following paragraphs contain references to the appropriate paragraph in the EXPRESS Technical Domain Statement of Work (SOW).  Changes are planned to the DoD 8500 series of documents as it is updated sometime around the end of calendar 2011, with the actual release date impossible to predict.  These changes are expected to initiate a transition from the DoD Information Assurance Certification and Accreditation Process (DIACAP) to Defense Information Assurance Risk Management Framework (DIARMF) which will be based on National Institute of Standards and Testing (NIST) 800-53 controls.  The contractor shall remain cognizant of the forthcoming changes to extent possible, and shall be compliant with resulting updated training requirements within six months of their formal release date.

2.1. Program Management (Reference EXPRESS Technical SOW,  paragraph 2.0) – The contractor shall provide program management, to include support and administration.

2.1.1. Kick-off Meeting – Within one month of contract award, the contractor shall conduct a kick-off meeting for the government and team members. The contractor shall introduce team members and staff, and shall present and discuss organizational structure, administrative operations pertinent to this task order, technical approaches and preliminary plans for performing contract tasks, format of reports and quarterly reviews, and a general overview of the overall approach to execute this task order in IAW DI-ADMN-81373.
2.1.2. Bi-Weekly Status Reporting – The contractor shall provide oral and written status reporting of work in the performance of this contract on a bi-weekly basis IAW  DI-MGMT-80227.  The contractor shall include project control information such as awarded vs remaining dollars/hours, PoP (period of performance) dates, and pending contract actions.  The contractor shall include project operational status information such as schedule, current activities, objectives, risks, and issues for each active/awarded task.  
  
2.1.3. Quarterly Reviews – This formal review is held every quarter.  The contractor shall participate and provide required data IAW DI-ADMN-81373 and DI-ADMN-81313.  It is estimated to be up to two hours duration at a government site at RSA, AL.

2.1.4. Technical Reviews/Audits – Reviews shall be conducted IAW SED policies and procedures.  The following reviews may be included, as required, based on requirements of the project being supported:

a. System/Software Requirements Review (SRR)
b. System/Software Design Review (SDR)
c. Software Specification Review (SSR)
d. Preliminary Design Review (PDR)
e. Critical Design Review (CDR)
f. In-Process Review (IPR)
g. Test Readiness Review (TRR)
h. Recurring IA audits and self-assessments as required by DoD/DA policy

2.2. Systems And Software Security Engineering (S3E) (Reference EXPRESS Technical SOW,  paragraphs 3.19, 3.22 and 3.24)

2.2.1. Information Systems Security Engineering (ISSE)  – The contractor shall provide security-based engineering support for all phases of the system lifecycle for enterprise and tactical systems. This support shall include services such as network design and analysis, and configuration of information systems to conform with security standards. 

2.2.2. Security Test and Evaluation (ST&E) – The contractor shall support ST&E of Information Systems.  This support shall include services such as pre-test preparations, participation in test events, analysis of results, and development of recommendations. 

2.2.3. Certification and Accreditation (C&A)

2.2.3.1. IA System Owner Support – The contractor shall support C&A of supported systems in accordance with governing policies such as DoDI 8510.01 DIACAP. The contractor shall adapt to emerging DoD, DoD component, and OGA policies (e.g. NIST) as they are enacted. The contractor’s IA system owner support includes services such as conducting system assessments, identifying/implementing modifications to bring systems into compliance, recommending security risk mitigation solutions, preparing accreditation packages IAW DI-MISC-80508, and supporting generation of supported systems’ acquisition milestone documentation to include IA/cyber portions of development scopes of work (SOW). The contractor shall generate or provide support for development of acquisition documentation IAW DI-MISC-80508. The contractor shall support the production, fielding, operations, and support phases for new systems and legacy systems.  

2.2.3.2. ACA Support – The contractor shall manage and support the C&A validation testing for the AMRDEC SED ACA.  This support includes services such as developing and delivering all ACA deliverables required by the Army CA IAW DI-MISC-80508.  The contractor shall manage the disposition of system artifacts, to include uploading into automated online databases, maintaining a schedule of planned validation events, tracking and following up on quoted ACA jobs, and developing monthly ACA reports IAW DI-MISC-80508.

2.2.4. Co-Located Support –The contractor shall manage or support management, on government site, of the IA program for supported PMs, PEOs, AMRDEC, or OGA.  

2.2.5. Cyber Research, Development, And Engineering
2.2.5.1. Cyber Research, Development, And Engineering – The contractor shall assist in the development and execution of cyber concepts and the SED cyber strategy.  The contractor shall provide access locally and remotely to a high level of expertise in the cyber domain both technically and operationally.  The contractor shall provide services such as cyber prototype development, cyber software development, and cyber demonstrations, tests, and user evaluations.        

2.2.5.2. Cyber Security Test Lab – The contractor shall support the design, development, operation, maintenance, and upgrades of a local SED government cyber lab capability.  

2.2.5.3. Anti-Tamper (AT) – The contractor shall provide anti-tamper expertise to deter the reverse engineering and exploitation of critical technology.  The contractor shall support the implementation of anti-tamper throughout the integrated defense acquisition, technology, and logistics lifecycle management framework.  

2.2.6. Computer Network Defense Service Provider (CND-SP) – The government’s intent is to establish a CND-SP capability on site at SED.  The contractor shall provide support to the SED CND-SP.  The contractor shall conduct CND of classified and unclassified networks.  The contractor shall manage and conduct CND operations up to 24 hours per day, seven days per week, and 365 days per year.  The contractor shall provide support in establishing, operating, and modifying the CND environment.  The contractor shall provide CND training for analysts.  Training includes development of instruction and briefing material IAW DI-MISC-80508.  

2.2.7. Software Assurance – The contractor shall provide qualified personnel and tools to conduct both manual and automated software code reviews. The contractor shall deliver reports of findings that include recommended mitigation actions as well as risk mitigation and acceptance recommendations based on analyses of reports produced by various automated tools in the security space IAW DI-MISC-80508.  The contractor shall provide software assurance training and C&A training for developers.  Training includes development of instruction and briefing material IAW DI-MISC-80508.  


3. TRAVEL:  Travel may be required in performance of this PWS.  The contractor must receive approval from the COR prior to performing any travel.  A trip report is required IAW DI-ADMN-81505.

4. SECURITY:  Security requirements are covered by each individual Task Order. The required facility clearance level is SECRET. The ability to receive and maintain a minimum Interim SECRET security clearance shall be required for all personnel working on this scope of work. The government will provide the contractor access to the SIPRNET, SDREN and possibly other classified networks at the Government work site as required. Access to COMSEC equipment, including all CCI and keying materials, as well as the use of STE phones, is authorized. Security Classification guides applicable to this Task Order are listed in Attachment B and will be provided under separate cover. 

5. GOVERNMENT FURNISHED PROPERTY:  The government’s intent is for all work to be performed on government site, as mentioned in paragraph 2.0 of this PWS. Office space, furniture, telephone service and normal office supplies, computer, computer network access and peripheral equipment will be provided for those contractors working on-site. Other government furnished property will be defined in each TI.  Work will only be performed on contractor site with the approval of the COTR.

6. DELIVERABLES:  

CDRL A002  Technical Report-Study/Services                                       Paragraphs 2.2.3.1, 2.2.3.2,  2.2.6 and 2.2.7
	
CDRL A003  Contractor’s Progress, Status and                                       Paragraph 2.1.2
     Management Report 

CDRL A004  Presentation Material 	Paragraphs 2.1.1, 2.1.3

CDRL A006  Report, Record of Meeting/Minutes                                   Paragraph 3.0

       CDRL A009  Progress Report (Studies)                                                   Paragraph 2.1.3

7. ACCOUNTING FOR CONTRACTOR SUPPORT:  The Office of the Assistant Secretary of the Army (Manpower & Reserve Affairs) operates and maintains a secure Army data collection site where the contractor will report ALL contractor manpower (including subcontractor manpower) required for performance of this task order.  The contractor is required to completely fill in all the information in the format using the following web address:  Https:///contractormanpower.army.pentagon.mil.  The required information includes: (1) Contracting Office, Contracting Officer, Contracting Officer’s Technical Representative; (2) Contract number, including task and delivery order number; (3) Beginning and ending dates covered by reporting period; (4) Contractor name, address, phone number, e-mail address, identity of contractor employee entering data; (5) Estimated direct labor hours (including subcontractors); (6) Estimated direct labor dollars paid for the reporting period (including subcontractors); (7) Total payments (including subcontractors); (8) Predominant Federal Service Code (FSC) reflecting services provided by contractor (and separate predominant FSC code for each subcontractor if different); (9) Estimated data collection cost; (10) Organizational title associated with the Unit Identification Code (UIC) for the Army Requiring Activity (the Army Requiring Activity is responsible for providing the contractor with its UIC for the purposes of reporting this information); (11) Locations where contractor and subcontractors perform the work (specified by zip code in the United States and nearest city, country, when in an overseas location, using standardized nomenclature provided on website) (12) Presence of deployment or contingency contractor language; and (13) Number of contractor and subcontractor employees deployed in theater for the reporting period (by country).  As part of its submission, the contractor will also provide the estimated total cost (if any) incurred to comply with this reporting requirement.  Reporting period will be the period of performance not to exceed 12 months ending September 30 of each government fiscal year and must be reported by 31 October of each calendar year.  Contractors may use a direct XML data transfer to the database server or fill in the fields on the website.  The XML direct transfer is a format for transferring files from a contractor’s systems to the secure web site without the need for separate data entries for each required data element at the web site.  The specific formats for the XML direct transfer may be downloaded from the web site.

8. PERFORMANCE OBJECTIVES/METRICS:  
8.1. This performance-based service task order incorporates the following performance objectives:  (1) Delivery of high quality technical performance; (2) Adherence to TO schedule, milestone, and delivery requirements; and (3) Efficient and effective control of labor resources.  It is the contractor’s responsibility to employ the necessary resources to ensure accomplishment of these objectives.  The Government’s assessment of the contractor’s performance in achieving these objectives will utilize the standards, acceptable quality levels, surveillance methods, and performance incentives described in the Performance Requirements Summary matrix set forth in Appendix A.  The performance incentives will be implemented via the Government’s past performance assessment conducted in accordance with Part 42 of the Federal Acquisition Regulation (FAR), as applicable, and the “Task Order Performance” criteria of the annual award term evaluation, Basic BPA provision 45.

8.2. The performance objectives, standards, and acceptable quality levels shall be applied on a TO basis with performance incentives to be implemented on an annual basis.  The Government will conduct informal interim counseling sessions with the contractor’s Program/TO Manager to identify any active TO performance that is not meeting the acceptable quality levels.  These sessions will be conducted at least on a quarterly basis in order to provide the contractor a fair opportunity to improve its performance level.

8.3. The Control of Labor Resources criteria will be reflected under the “Cost” category of the performance assessment.  Although the criteria of Business Relations and Management of Key Personnel are not specifically included in the Performance Requirements Summary Matrix, the overall performance assessment will continue to include these criteria.

8.4. The contractor will be notified, in writing, of the Government’s determination of its performance level for each performance objective including all instances where the contractor failed to meet the acceptable quality level.  

APPENDIX A

PERFORMANCE REQUIREMENTS SUMMARY MATRIX



	PERFORMANCE 
OBJECTIVE
	PERFORMANCE STANDARD
	ACCEPTABLE QUALITY LEVEL  (AQL)
	METHOD OF SURVEILLANCE
	PERFORMANCE INCENTIVE

	High Quality Technical Performance
	TO requirements met with little rework/re-
performance required and with few minor and no significant problems encountered 

Performance meets all technical and functional requirements, and is highly responsive to changes in technical direction and/or the technical support environment

Assessments, evaluations, analyses, recommendations, and related input are thorough, reliable, highly relevant to TO requirements, and consist of substantial depth and breadth of subject matter

Deliverable reports contain all required data and meet all applicable CDRL requirements 

	Contractor delivery of products and/or services meets all TO requirements. 
Performance occurs with no required 
re-performance/ rework at least 80% of time. Problems that are encountered are minor and resolved in a satisfactory manner.  
	Routine Inspection of Deliverable Products/Services
	Assignment of performance rating for QUALITY criteria:

EXCEPTIONAL
Performance and deliverables meet all and exceed many TO  requirements.  Performance delivered with no required re-performance/rework at least 95% of time; problems that are encountered are minor and resolved in a highly effective manner.

VERY GOOD
Performance and deliverables meet all and exceed some TO requirements.  Performance delivered with no required re-performance/rework at least 90% of time; problems that are encountered are minor and resolved in an effective manner.

SATISFACTORY
Performance and deliverables meet all TO requirements.  Performance delivered with no re-performance/rework at least 80% of time; problems that are encountered are minor and resolved in a satisfactory manner.

MARGINAL
Some TO requirements not met and/or performance delivered with re-performance/rework required more than 20% of time.  Problems encountered were resolved in a less than satisfactory manner. 

UNSATISFACTORY
Many TO requirements not met. Numerous re-performances/rework required.  Substantial problems were encountered and inadequate corrective actions employed.

	Adherence to Schedule
	TO milestones, periods of performance, and/or data submission dates are met or exceeded



	Contractor meets TO delivery requirements at least 80% of the time (excluding gov’t caused delays)
	Routine Inspection of Deliverable Products/Services
	Assignment of performance rating for SCHEDULE criteria:

EXCEPTIONAL 
TO milestones/ performance dates met or exceeded at least 100% of time (excluding government caused delays)

VERY GOOD 
TO milestones/ performance dates met or exceeded at least 90% of time (excluding government caused delays)

SATISFACTORY 
TO milestones/ performance dates met or exceeded at least 80% of time (excluding government caused delays)

MARGINAL 
TO milestones/ performance dates met less than 80% of time (excluding government caused delays)

UNSATISFACTORY 
TO schedule/performance dates met less than 70% of time


	Control of Labor Resources
	Contract labor mix is controlled in efficient and effective manner 


	Actual TO labor resource mix is maintained within 20% of originally awarded TO resource mix 

	Routine Inspection of TO Performance, Performance/Cost Reports, Payment Invoices
	Assignment of performance rating for COST CONTROL criteria:

EXCEPTIONAL 
Actual TO resource mix maintained within 10% of originally awarded TO resource mix 

VERY GOOD 
Actual TO resource mix maintained within 15% of originally awarded TO resource mix 

SATISFACTORY 
Actual TO resource mix maintained within 20% of originally awarded TO resource mix 

MARGINAL 
Actual TO resource mix maintained within 25% of originally awarded TO resource mix 

UNSATISFACTORY 
Actual TO resource mix exceeds 25% of originally awarded TO resource mix 
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